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licensee’s or applicant’s access author-
ization program documents, is re-
tained. 

(i) If the shared information used for 
determining individual’s trust-
worthiness and reliability changes or 
new or additional information is devel-
oped about the individual, the licens-
ees, applicants, and the contractors or 
vendors that acquire this information 
shall correct or augment the data and 
ensure it is shared with licensees sub-
ject to this section. If the changed, ad-
ditional or developed information has 
implications for adversely affecting an 
individual’s trustworthiness and reli-
ability, the licensee, applicant, or the 
contractor or vendor who discovered or 
obtained the new, additional or 
changed information, shall, on the day 
of discovery, inform the reviewing offi-
cial of any licensee or applicant access 
authorization program under which the 
individual is maintaining his or her 
unescorted access or unescorted access 
authorization status of the updated in-
formation. 

(ii) The reviewing official shall evalu-
ate the shared information and take 
appropriate actions, which may include 
denial or unfavorable termination of 
the individual’s unescorted access au-
thorization. If the notification of 
change or updated information cannot 
be made through usual methods, licens-
ees, applicants, and the contractors or 
vendors shall take manual actions to 
ensure that the information is shared 
as soon as reasonably possible. Records 
maintained in any database(s) must be 
available for NRC review. 

(7) If a licensee or applicant adminis-
tratively withdraws an individual’s 
unescorted access or unescorted access 
authorization status caused by a delay 
in completing any portion of the back-
ground investigation or for a licensee 
or applicant initiated evaluation, or re- 
evaluation that is not under the indi-
vidual’s control, the licensee or appli-
cant shall record this administrative 
action to withdraw the individual’s 
unescorted access or unescorted access 
authorization with other licensees sub-
ject to this section. However, licensees 
and applicants shall not document this 
administrative withdrawal as denial or 
unfavorable termination and shall not 
respond to a suitable inquiry conducted 

under the provisions of 10 CFR parts 26, 
a background investigation conducted 
under the provisions of this section, or 
any other inquiry or investigation as 
denial nor unfavorable termination. 
Upon favorable completion of the back-
ground investigation element that 
caused the administrative withdrawal, 
the licensee or applicant shall imme-
diately ensure that any matter that 
could link the individual to the admin-
istrative action is eliminated from the 
subject individual’s access authoriza-
tion or personnel record and other 
records, except if a review of the infor-
mation obtained or developed causes 
the reviewing official to unfavorably 
terminate or deny the individual’s 
unescorted access. 

[74 FR 13979, Mar. 27, 2009] 

§ 73.57 Requirements for criminal his-
tory records checks of individuals 
granted unescorted access to a nu-
clear power facility or access to 
Safeguards Information. 

(a) General. (1) Each licensee who is 
authorized to operate a nuclear power 
reactor under part 50 of this chapter, or 
to engage in an activity subject to reg-
ulation by the Commission shall com-
ply with the requirements of this sec-
tion. 

(2) Each applicant for a license to op-
erate a nuclear power reactor under 
part 50 of this chapter or to engage in 
an activity subject to regulation by the 
Commission, as well as each entity who 
has provided written notice to the 
Commission of intent to file an appli-
cation for licensing, certification, per-
mitting, or approval of a product sub-
ject to regulation by the Commission 
shall submit fingerprints for those in-
dividuals who will have access to Safe-
guards Information. 

(3) Before receiving its operating li-
cense under part 50 of this chapter or 
before the Commission makes its find-
ing under § 52.103(g) of this chapter, 
each applicant for a license to operate 
a nuclear power reactor (including an 
applicant for a combined license) may 
submit fingerprints for those individ-
uals who will require unescorted access 
to the nuclear power facility. 

(b) General performance objective and 
requirements. (1) Except those listed in 
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paragraph (b)(2) of this section, each li-
censee subject to the provisions of this 
section shall fingerprint each indi-
vidual who is permitted unescorted ac-
cess to the nuclear power facility or ac-
cess to Safeguards Information. Indi-
viduals who have unescorted access au-
thorization on April 1, 1987 will retain 
such access pending licensee receipt of 
the results of the criminal history 
check on the individual’s fingerprints, 
so long as the cards were submitted by 
September 28, 1987. The licensee will 
then review and use the information 
received from the Federal Bureau of In-
vestigation (FBI), and based on the 
provisions contained in this rule, deter-
mine either to continue to grant or to 
deny further unescorted access to the 
facility or Safeguards Information for 
that individual. Individuals who do not 
have unescorted access or access to 
Safeguards Information after April 1, 
1987 shall be fingerprinted by the li-
censee and the results of the criminal 
history records check shall be used 
prior to making a determination for 
granting unescorted access to the nu-
clear power facility or access to Safe-
guards Information. 

(2) Licensees need not fingerprint in 
accordance with the requirements of 
this section for the following cat-
egories: 

(i) For unescorted access to the nu-
clear power facility (but must adhere 
to provisions contained in §§ 73.21 and 
73.22): NRC employees and NRC con-
tractors on official agency business; in-
dividuals responding to a site emer-
gency in accordance with the provi-
sions of § 73.55(a); a representative of 
the International Atomic Energy Agen-
cy (IAEA) engaged in activities associ-
ated with the U.S./IAEA Safeguards 
Agreement at designated facilities who 
has been certified by the NRC; law en-
forcement personnel acting in an offi-
cial capacity; State or local govern-
ment employees who have had equiva-
lent reviews of FBI criminal history 
data; and individuals employed at a fa-
cility who possess ‘‘Q’’ or ‘‘L’’ clear-
ances or possess another active govern-
ment granted security clearance, i.e., 
Top Secret, Secret, or Confidential; 

(ii) For access to Safeguards Infor-
mation only but must adhere to provi-
sions contained in §§ 73.21, 73.22, and 

73.23: the categories of individuals spec-
ified in 10 CFR 73.59. 

(iii) Any licensee currently proc-
essing criminal history requests 
through the FBI pursuant to Executive 
Order 10450 need not also submit such 
requests to the NRC under this section; 
and 

(iv) Upon further notice to licensees 
and without further rulemaking, the 
Commission may waive certain re-
quirements of this section on a tem-
porary basis. 

(3) The licensee shall notify each af-
fected individual that the fingerprints 
will be used to secure a review of his/ 
her criminal history record, and inform 
the individual of proper procedures for 
revising the record or including expla-
nation in the record. 

(4) Fingerprinting is not required if 
the utility is reinstating the 
unescorted access to the nuclear power 
facility or access to Safeguards Infor-
mation granted an individual if: 

(i) The individual returns to the same 
nuclear power utility that granted ac-
cess and such access has not been in-
terrupted for a continuous period of 
more than 365 days; and 

(ii) The previous access was termi-
nated under favorable conditions. 

(5) Fingerprints need not be taken, in 
the discretion of the licensee, if an in-
dividual who is an employee of a li-
censee, contractor, manufacturer, or 
supplier has been granted unescorted 
access to a nuclear power facility or to 
Safeguards Information by another li-
censee, based in part on a criminal his-
tory records check under this section. 
The criminal history check file may be 
transferred to the gaining licensee in 
accordance with the provisions of para-
graph (f)(3) of this section. 

(6) All fingerprints obtained by the li-
censee under this section must be sub-
mitted to the Attorney General of the 
United States through the Commis-
sion. 

(7) The licensee shall review the in-
formation received from the Attorney 
General and consider it in making a de-
termination for granting unescorted 
access to the individual or access to 
Safeguards Information. 
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(8) A licensee shall use the informa-
tion obtained as part of a criminal his-
tory records check solely for the pur-
pose of determining an individual’s 
suitability for unescorted access to the 
nuclear power facility or access to 
Safeguards Information. 

(c) Prohibitions. (1) A licensee may 
not base a final determination to deny 
an individual unescorted access to the 
nuclear power facility or access to 
Safeguards Information solely on the 
basis of information received from the 
FBI involving: 

(i) An arrest more than 1 year old for 
which there is no information of the 
disposition of the case; or 

(ii) An arrest that resulted in dis-
missal of the charge or an acquittal. 

(2) A licensee may not use informa-
tion received from a criminal history 
check obtained under this section in a 
manner that would infringe upon the 
rights of any individual under the First 
Amendment to the Constitution of the 
United States, nor shall the licensee 
use the information in any way which 
would discriminate among individuals 
on the basis of race, religion, national 
origin, sex, or age. 

(d) Procedures for processing of finger-
print checks. (1) For the purpose of com-
plying with this section, licensees 
shall, using an appropriate method list-
ed in § 73.4, submit to the NRC’s Divi-
sion of Facilities and Security, Mail 
Stop T–6E46, one completed, legible 
standard fingerprint card (Form FD– 
258, ORIMDNRCOOOZ) or, where prac-
ticable, other fingerprint record for 
each individual requiring unescorted 
access to the nuclear power facility or 
access to Safeguards Information, to 
the Director of the NRC’s Division of 
Facilities and Security, marked for the 
attention of the Division’s Criminal 
History Check Section. Copies of these 
forms may be obtained by writing the 
Office of Information Services, U.S. 
Nuclear Regulatory Commission, 
Washington, DC 20555–0001, by calling 
(301) 415–7232, or by e-mail to 
FORMS.Resource@nrc.gov. Guidance on 
what alternative formats might be 
practicable is referenced in § 73.4. The 
licensee shall establish procedures to 
ensure that the quality of the finger-
prints taken results in minimizing the 

rejection rate of fingerprint cards due 
to illegible or incomplete cards. 

(2) The Commission will review appli-
cations for criminal history checks for 
completeness. Any Form FD–258 or 
other fingerprint record containing 
omissions or evident errors will be re-
turned to the licensee for corrections. 
The fee for processing fingerprint 
checks includes one free resubmission 
if the initial submission is returned by 
the FBI because the fingerprint impres-
sions cannot be classified. The one free 
resubmission must have the FBI Trans-
action Control Number reflected on the 
resubmission. If additional submissions 
are necessary, they will be treated as 
an initial submittal and require a sec-
ond payment of the processing fee. The 
payment of a new processing fee enti-
tles the submitter to an additional free 
resubmittal, if necessary. Previously 
rejected submissions may not be in-
cluded with the third submission be-
cause the submittal will be rejected 
automatically. 

(3)(i) Fees for the processing of fin-
gerprint checks are due upon applica-
tion. Licensees shall submit payment 
with the application for the processing 
of fingerprints through corporate 
check, certified check, cashier’s check, 
money order, or electronic payment, 
made payable to ‘‘U.S. NRC.’’ (For 
guidance on making electronic pay-
ments, contact the Security Branch, 
Division of Facilities and Security, at 
(301) 415–7404). Combined payment for 
multiple applications is acceptable. 

(ii) The application fee is the sum of 
the user fee charged by the FBI for 
each fingerprint card or other finger-
print record submitted by the NRC on 
behalf of a nuclear power plant li-
censee, and an administrative proc-
essing fee assessed by the NRC. The 
NRC processing fee covers administra-
tive costs associated with NRC han-
dling of licensee fingerprint submis-
sions. The Commission publishes the 
amount of the fingerprint check appli-
cation fee on the NRC public Web site. 
(To find the current fee amount, go to 
the Electronic Submittals page at 
http://www.nrc.gov/site-help/e-submit-
tals.html and see the link for the Crimi-
nal History Program under Electronic 
Submission Systems.) The Commission 
will directly notify licensees who are 
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subject to this regulation of any fee 
changes. 

(4) The Commission will forward to 
the submitting licensee all data re-
ceived from the FBI as a result of the 
licensee’s application(s) for criminal 
history checks, to include the FBI fin-
gerprint record. 

(e) Right to correct and complete infor-
mation. (1) Prior to any final adverse 
determination, the licensee shall make 
available to the individual the con-
tents of records obtained from the FBI 
for the purpose of assuring correct and 
complete information. Confirmation of 
receipt by the individual of this notifi-
cation must be maintained by the li-
censee for a period of 1 year from the 
date of the notification. 

(2) If after reviewing the record, an 
individual believes that it is incorrect 
or incomplete in any respect and wish-
es changes, corrections, or updating (of 
the alleged deficiency), or to explain 
any matter in the record, the indi-
vidual may initiate challenge proce-
dures. These procedures include direct 
application by the individual chal-
lenging the record to the agency, i.e., 
law enforcement agency, that contrib-
uted the questioned information or di-
rect challenge as to the accuracy or 
completeness of any entry on the 
criminal history record to the Assist-
ant Director, Federal Bureau of Inves-
tigation Identification Division, Wash-
ington, DC 20537–9700 as set forth in 28 
CFR 16.30 through 16.34. In the latter 
case, the FBI then forwards the chal-
lenge to the agency that submitted the 
data requesting that agency to verify 
or correct the challenged entry. Upon 
receipt of an official communication 
directly from the agency that contrib-
uted the original information, the FBI 
Identification Division makes any 
changes necessary in accordance with 
the information supplied by that agen-
cy. Licensees must provide at least 10 
days for an individual to initiate ac-
tion to challenge the results of an FBI 
criminal history records check after 
the record being made available for his/ 
her review. The licensee may make a 
final adverse determination based upon 
the criminal history record, if applica-
ble, only upon receipt of the FBI’s con-
firmation or correction of the record. 

(3) In addition to the right to obtain 
records from the FBI in paragraph 
(e)(1) of this section and the right to 
initiate challenge procedures in para-
graph (e)(2) of this section, an indi-
vidual participating in an NRC adju-
dication and seeking to obtain Safe-
guards Information for use in that ad-
judication may appeal a final adverse 
determination by the NRC Office of Ad-
ministration to the presiding officer of 
the proceeding. The request may also 
seek to have the Chief Administrative 
Judge designate an officer other than 
the presiding officer of the proceeding 
to review the adverse determination. 

(f) Protection of information. (1) Each 
licensee who obtains a criminal history 
record on an individual under this sec-
tion shall establish and maintain a sys-
tem of files and procedures for protec-
tion of the record and the personal in-
formation from unauthorized disclo-
sure. 

(2) The licensee may not disclose the 
record or personal information col-
lected and maintained to persons other 
than the subject individual, his/her rep-
resentative, or to those who have a 
need to have access to the information 
in performing assigned duties in the 
process of granting or denying 
unescorted access to the nuclear power 
facility or access to Safeguards Infor-
mation. No individual authorized to 
have access to the information may re- 
disseminate the information to any 
other individual who does not have a 
need to know. 

(3) The personal information ob-
tained on an individual from a criminal 
history record check may be trans-
ferred to another licensee: 

(i) Upon the individual’s written re-
quest to the licensee holding the data 
to re-disseminate the information con-
tained in his/her file; and 

(ii) The gaining licensee verifies in-
formation such as name, date of birth, 
social security number, sex, and other 
applicable physical characteristics for 
identification. 

(4) The licensee shall make criminal 
history records obtained under this 
section available for examination by 
an authorized representative of the 
NRC to determine compliance with the 
regulations and laws. 
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(5) The licensee shall retain all fin-
gerprint and criminal history records 
received from the FBI, or a copy if the 
individual’s file has been transferred, 
on an individual (including data indi-
cating no record) for 1 year after termi-
nation or denial of unescorted access to 
the nuclear power facility or access to 
Safeguards Information. 

[52 FR 6314, Mar. 2, 1987; 52 FR 7821, Mar. 13, 
1987, as amended at 53 FR 52994, Dec. 30, 1988; 
55 FR 35563, Aug. 31, 1990; 56 FR 19008, Apr. 25, 
1991; 57 FR 7645, Mar. 4, 1992; 59 FR 662, Jan. 
6, 1994; 59 FR 38554, July 29, 1994; 60 FR 24552, 
May 9, 1995; 68 FR 58820, Oct. 10, 2003; 69 FR 
58822, Oct. 1, 2004; 72 FR 49561, Aug. 28, 2007; 
73 FR 30460, May 28, 2008; 73 FR 63580, Oct. 24, 
2008; 74 FR 62684, Dec. 1, 2009] 

§ 73.58 Safety/security interface re-
quirements for nuclear power reac-
tors. 

(a) Each operating nuclear power re-
actor licensee with a license issued 
under part 50 or 52 of this chapter shall 
comply with the requirements of this 
section. 

(b) The licensee shall assess and man-
age the potential for adverse effects on 
safety and security, including the site 
emergency plan, before implementing 
changes to plant configurations, facil-
ity conditions, or security. 

(c) The scope of changes to be as-
sessed and managed must include 
planned and emergent activities (such 
as, but not limited to, physical modi-
fications, procedural changes, changes 
to operator actions or security assign-
ments, maintenance activities, system 
reconfiguration, access modification or 
restrictions, and changes to the secu-
rity plan and its implementation). 

(d) Where potential conflicts are 
identified, the licensee shall commu-
nicate them to appropriate licensee 
personnel and take compensatory and/ 
or mitigative actions to maintain safe-
ty and security under applicable Com-
mission regulations, requirements, and 
license conditions. 

[74 FR 13987, Mar. 27, 2009] 

§ 73.59 Relief from fingerprinting, 
identification and criminal history 
records checks and other elements 
of background checks for des-
ignated categories of individuals. 

Fingerprinting, and the identifica-
tion and criminal history records 

checks required by section 149 of the 
Atomic Energy Act of 1954, as amend-
ed, and other elements of background 
checks are not required for the fol-
lowing individuals prior to granting ac-
cess to Safeguards Information, includ-
ing Safeguards Information designated 
as Safeguards Information-Modified 
Handling as defined in 10 CFR 73.2: 

(a) An employee of the Commission 
or the Executive Branch of the United 
States government who has undergone 
fingerprinting for a prior U.S. govern-
ment criminal history records check; 

(b) A member of Congress; 
(c) An employee of a member of Con-

gress or Congressional committee who 
has undergone fingerprinting for a 
prior U.S. government criminal history 
records check; 

(d) The Comptroller General or an 
employee of the Government Account-
ability Office who has undergone 
fingerprinting for a prior U.S. Govern-
ment criminal history records check; 

(e) The Governor of a State or his or 
her designated State employee rep-
resentative; 

(f) A representative of a foreign gov-
ernment organization that is involved 
in planning for, or responding to, nu-
clear or radiological emergencies or se-
curity incidents who the Commission 
approves for access to Safeguards In-
formation, including Safeguards Infor-
mation designated as Safeguards Infor-
mation—Modified Handling; 

(g) Federal, State, or local law en-
forcement personnel; 

(h) State Radiation Control Program 
Directors and State Homeland Security 
Advisors or their designated State em-
ployee representatives; 

(i) Agreement State employees con-
ducting security inspections on behalf 
of the NRC pursuant to an agreement 
executed under section 274.i. of the 
Atomic Energy Act of 1954, as amend-
ed; 

(j) Representatives of the Inter-
national Atomic Energy Agency 
(IAEA) engaged in activities associated 
with the U.S./IAEA Safeguards Agree-
ment who have been certified by the 
NRC; 

(k) Any agent, contractor, or con-
sultant of the aforementioned persons 
who has undergone equivalent criminal 
history records and background checks 
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